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PERSON SPECIFICATION:  
Research Associate or Senior Research Associate in Cyber Security of Medical Devices
Grade 6 or 7, Full-time, for 18 months

Person Specification 

	Skills, knowledge, and competencies needed for this role.
	# Essential or Desirable 
	This is where we will look for your examples that help understand if you are right for this role.

	Undergraduate degree in Computer Science, Cyber Security, or closely related discipline.
	Essential
	CV / Supporting statements/ Application

	Masters or PhD (or equivalent experience) in Computer Science, Cyber Security, or closely related discipline.
	Desirable 
	CV / Supporting statements/ Application

	Competency in one or more systems programming languages (e.g. C or C++). 
	Essential 
	Supporting Statement/ CV / Application

	Excellent organisational skills and attention to detail, ability to manage time and workload and prioritise with minimal supervision
	Essential
	Supporting Statement/ CV/ Interview 

	Experience interacting with wireless protocols (such as Bluetooth, Zigbee, etc.) and the associated tools (e.g., Wireshark)
	Desirable
	Supporting Statement/ CV/ Interview

	Experience writing code for embedded systems.
	Desirable
	Supporting Statement/ CV/ Interview

	Ability to communicate effectively with a wide range of audiences, orally and in writing
	Essential
	Supporting Statement/ CV/ Interview

	Interest in and willingness to learn about digital medical devices. 
	Essential 
	Supporting Statement/ CV/ Interview

	High level scientific writing skills.
	Essential 
	CV/ Supporting statement 

	Ability to work with external partners including clinical and industry colleagues.
	Essential 
	Interview

	Previous experience of working with IoT devices, health technologies or medical devices. 
	Desirable 
	Supporting statement/ CV/ Interview

	Understanding of cyber security research and/or practice.
	Essential
	Supporting Statement/ CV /Interview 


 
 
# Essential - if you do not effectively demonstrate you have this skill, knowledge, or competency we will not be able to shortlist you. Please give detailed answers to provide us with examples. 
 
* Application Form and uploaded CV and covering letter – assessed against the first page of the Application Form and your uploaded curriculum vitae (CV, resume) and letter of support. Normally this section is used to evaluate factual elements such as an award of a qualification. This element will be scored as part of the shortlisting process.
* Supporting Statements – you will be asked to provide a statement in the online portal to demonstrate how you meet the criteria. Please give detailed answers to show you have the skills, knowledge or competency. The response will be scored as part of the shortlisting process to help us determine which candidates to invite to interview. Examples of how to structure your answer is available: https://www.lancaster.ac.uk/jobs/how-to-apply/ 
* Interview – you will be asked about this topic if you are invited to an interview. We may ask questions using examples from your current work history or ask you to think about how you’d respond to an example work-related situation. 
* Test - We might ask you to undertake a skills test, but you will be given some notice if this is the case.
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